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ABSTRACT

As internet technology advances, users can share content online, and many sharing services exist. According to a recently
published digital forensic study, when playing an online streaming service, you can rtestore the played video by
reconstructing the Chrome cache file left on local device such as a PC. This can be seen as evidence that the user watched
illegal video content. From a different point of view, copyright infringement occurs when a malicious user restores video
stream and share it to another site. In this paper, we selected 23 online streaming services that are widely used both at
home and abroad. After streaming videos, we tested whether we can recover original video using cache files stored on the
PC or not. As a result, the paper found that in most sites we can restore the original video by reconstructing cache files.
Furthermore, this study also discussed methodologies for preventing copyright infringement in online streaming service.
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Fig. 1. Conceptual diagram of how streaming services work
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Fig. 2. Progressive Download operation
2) RTP(Real Time protocol) Streaming
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Table 1. Classification of Online Streaming Services

Online Streaming Services

Features

YouTube/YouTube Premium

Movie, TV Program,
TV Program (Short Media)

Individual upload a video

Netflix

Movie, TV Program

Amazon Prime Video

Movie, TV Program

Hulu

Movie, TV Program, Live Broadcast

Twitch

Movie, TV Program, Game

Individual upload a video

Facebook Live

Account-based Personal Broadcast

Individual upload a video

Instagram GTV

Account-based Personal Broadcast

Individual upload a video

Dailymotion Movie, TV Program Individual upload a video
Huya Movie, TV Program, Game Individual upload a video
Wavve Movie, TV Program, Live Broadcast -

Tving Movie, TV Program, Live Broadcast -
Naver TV TV Program(Short Media) Individual upload a video
Kakao TV TV Program(Short Media) Individual upload a video

WatchaPlayer Movie, TV Program -

Afreeca TV Movie, TV Program, Live Broadcast Individual upload a video

SPOTV365 TV Program, Live Broadcast -

Embed.watchasian.to

Movie, TV Program

DanawaTV Movie, TV Program, Live Broadcast -
SIWONSCHOOL Education Program -
SPOTVNOW Sport Live Broadcast -
Orentec Education Program -
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Fig. 3. RTP Streaming operation

3) Adaptive Bit Rate Streaming

A4l A Z o}E bit-rate® AFZHI 3~

Fig. 4. ABR Streaming operation
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Table 2. List of online streaming services
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- Yotube (Premium) - Am.azon Prime Video
- Huva - Twitch
Abroad(9) va - Instagram GTV
- Netflix
. - Facebook
- Embed.watchasian.to . .
- Dailymotion
- Watchaplay - AfreecaTV
- NaverTV - SIWONSCHOOL
- Tving - popkonTV
Domestic(14) - GogoTV - Lotte Cinema VOD
- Wavve - KakaoTV
- DanawaTV - SPOTVNOW
- SPOTV365 - orentec
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Fig. 6. A flowchart of reassembling cache file
in each streaming service
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Cache URL : https://Ih3.googleusercontent.com/d/{FileName}
Cache Content Type : image/png
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Fig. 9. Target site: ‘DanawaTV’
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Table 5. Cache Control Values of Online Streaming Services

Online streaming Service Cache-control (Chrome)

Youtube (Premium) max-age=21295

Netflix no-store
Twitch no-cache
Instagram GTV -
Facebook max-age=1209600
Huya -

Embed.watchasian.to -

Dailymotion max-age= 86400
Watchaplay -
Tving max-age=120
Wavve max-age=0, s-maxage=286400
AfreecaTV no-cache
Popkon TV -
KakaoTV -
NaverTV max-age= 604800
Gogo-tv no-cache
DanawaTV max-age = 0
SIWONSCHOOL no-cache
SPOTVNOW max-age= 86400
Orentec private, max-age=0
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Appendix A. Experimental result
Online stlfeamlng Cache Reassemble Extension Sequence of value
service data
Youtube (Premium) @) 0 webm/weba sequence of
range values
Netflix X X - -
Amazon Prime video (@] X - amznDtib=::{x}
sequence of x values
Twitch 0 0 ts index-{x).ts'
sequence of x values
Oversea | Instagram GTV O O mp4 -
sequence of
Facebook 0 0 mp4 bytestar/byteend values
Huya X X - -
Embed.watchasian.to X X - -
Dailymotion O O ts sequence of frag values
. B - ;
Watchaplay 0 0 mpd 1n1t.mp4. media-{x}.mp
ascending of x values
Tying 0 0 mpd/ts content.mp4 type=::{x}
sequence of x values
Wavve (0] O ts media_x
sequence of x values
AfreecaTV 0 0 ts media_={_xts)
sequence of x values
Popkon TV 0 0 mpd {filename}.mp4:: {x}
sequence of x values
Kakao TV 0 0 mp4 tid=::{x}
sequence of x values
Domestic | Naver TV (0] O mp4 tid=rmcPlayer_:: {x}
sequence of x values
Gogo-tv O O ts tx) ts
sequence of x values
DanawaTV 0 0 mp4/ts .mp4:: {x)
sequence of x values
STWONSCHOOL 0 0 mp4 tfilename) :: {x}
sequence of x values
. {filename} :: {x}’
Lotte Cinema VOD 0] O mp4
sequence of x values
SPOTVNOW 0 0 ts media_x
sequence of x values
Orentec 0 0 te {filename} : : {x}
sequence of x values




572 4 BEeA A A

X

3

tlo
ot
)
rlo
+
[>
|
Acs
g,
>
I,
[>
>

g2 A A sl Ag AT

(M X279

4l o] & (Yirang Lim) 33

20199 2¢: AAd g hpateta) £<

20194 3Y~dA: weEte AR RIS AR R 53 A xlabA]
(FA R}y AR BT T x4

Z & A (Hyunji Chung) A=<l

20104 29 welofshan AFE| Az Edo]. Alqlstat 24

20124 290 medshn Auy ojeel Aa} 24

20184 841: meelehn 4 uy sojsal k) £

20194 39 ~alA): weloheka 4w e)era) AT 79
| (ARl Auns. AL EA

o] A 2 (Sangjin Lee) £A13]4
3 19894 10%€~19994 2¢: ETRI Ay dA+4
Sy 19994 34 ~20014 8%: wE et zldzpstyel 2w
= 20014 99~ weltietn AU sty wa

) 2008+ 39 ~A): sefeataL vlx e EaAA AP AIE Al A
‘;‘ (@A) AL ZAA, AEtE, S



